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Important Notice 

Purpose 

This document is made available by The Department of Industry, Science, Energy and Resources 
(DISER) and The Australian Energy Market Operator (AEMO) to provide information about the 2022 
Australian Energy Sector Cyber Security Framework (AESCSF) Program. 

This document accompanies other general guidance materials made available to Australian energy 
market Participants in the electricity, gas, and liquid fuels sub-sectors. 

Disclaimer 

This document or the information in it may be subsequently updated or amended. This document 
does not constitute legal or business advice and should not be relied on as a substitute for obtaining 
detailed advice about any applicable laws, procedures, or policies. DISER and AEMO have made 
every effort to ensure the quality of the information in this document but cannot guarantee its 
accuracy or completeness. 

This document might contain information which is provided for explanatory purposes and/or provided 
by third parties. This information is included “as is” and may not be free from errors or omissions. You 
should verify and check the accuracy, completeness, reliability, and suitability of this information for 
any intended use you intend to put it to and seek independent expert advice before using it. 

Accordingly, to the maximum extent permitted by law, DISER, AEMO and its employees and other 
contributors involved in the preparation of this document: 

 Make no representation or warranty, express or implied, as to the currency, accuracy, 
reliability, or completeness of the information in this document, and; 

 Are not liable (whether by reason of negligence or otherwise) for any statements or 
representations or any omissions from it, or for any use or reliance on the information in it. 

Conventions used in this document 

For clarity when reading this document, key terms are indicated with a capital letter. Each key term 
has a specific definition that the reader should consider. An example of this is Participants, as defined 
above. 

Key terms are defined centrally in the AESCSF Glossary which is available separately. 
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1. Overview 

The AESCSF Lite framework has been developed to facilitate self-assessment against the AESCSF 
by lower-criticality market entities, and those with limited time and security resources.  

The assessment consists of 29 multi-select easy to follow questions written in plain English. Simply 
select as many responses that are applicable to your organisation. If none of responses apply, select 
‘None of the above’.  

The length of time required to complete the assessment will vary - if responses to all questions are 
known, the survey can be filled in around 15-20 minutes. However, some clarification with specialists 
and outsourced providers may be required in order to answer the questions accurately, in which case 
the total time to complete the assessment will increase. 
 

PLEASE NOTE 

 
The scope of the Lite assessment is AESCSF Security Profile 1 (the Target State maturity guidance 
from the Australian Cyber Security Centre (ACSC) for Low criticality entities). Entities with an overall 
criticality of Medium or High per the AESCSF Criticality Assessment Tool(s) should complete a full 
AESCSF self-assessment which facilitates comparison of maturity against Security Profiles 1, 2 and 3 
(the Target State maturity guidance from the ACSC for Low, Medium and High criticality entities 
respectively). A full assessment allows organisations to realise the full benefit of year-on-year result 
comparison and industry benchmarking. 

Table 1 indicates which SP an organisation in the electricity sub-sector should achieve based on their 
criticality (as determined by the E-CAT). 

Security Profile (SP) 
Participant  
criticality 

Practices and anti-patterns 
Total required  
to achieve SP 

MIL-1 MIL-2 MIL-3 

Security Profile 1 (SP-1) Low 57 27 4 88 

Security Profile 2 (SP-2) Medium 0 94 18 
200 (112+88  
from SP-1) 

Security Profile 3 (SP-3) High 0 0 82 
282 (82+200  
from SP-2) 

Table 1: Target State Maturity and Security Profiles 
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2. Sections of the Lite Framework 

2.1. Managing cyber security risks in your organisation 

 

  



 

 

 

 

 

AESCSF Lite Framework – 2022 Program  Page 6 of 21 

2.2. Managing third parties 
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2.3. Managing assets across the organisation 
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2.4. Managing identities and access 
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2.5. Setting up a cyber security program of work 
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2.6. Gathering and sharing cyber security information 
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2.7. Detecting potential cyber security events 
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2.8. Responding to cyber security incidents 
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2.9. Creating a cyber secure workforce 

 



 

 

 

 

 

AESCSF Lite Framework – 2022 Program  Page 19 of 21 

 

  



 

 

 

 

 

AESCSF Lite Framework – 2022 Program  Page 20 of 21 

2.10. Managing the privacy and confidentiality of personal information 
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2.11. Summary of results 

 

Note that this summary of results is illustrative only. 


