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1. Evolving energy sector cyber threats 

2. Australian Energy Sector Cyber Incident Response Plan (AESCIRP)

3. Energy Market Cyber Coordination (EMCC)

4. Upcoming activities
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Shields Up!
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Australian Energy Sector Cyber Incident Response Plan 
(AESCIRP)

5

AESCIRP

CIMA

Incident 
categorization 
matrix

PSEMP



Energy Market Cyber 
Coordination

Energy Market Cyber Coordination

(EMCC)

6



Energy Market Cyber Coordination

- Newly created and dedicated 
function 

- Initial focus on sector level cyber 
incident response coordination 
arrangements

- Accountable for managing the 
AESCIRP and the Cyber Duty 
Manager role

- Ensuring market standards and 
participant agreements include 
appropriate security obligation
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- Pending Energy Minister’s 
endorsement could also:

- Manage AESCSF 
lifecycle and reporting

- Coordinate research on 
emerging cyber security 
threats to the energy 
sector

- Promote shared 
awareness of cyber 
threats to the sector



EMCC Upcoming 
activities

- Validating operational cyber contacts

- Jurisdictional engagements to further exercise AESCIRP 

and to explore State specific cyber arrangements

- Planning for multijurisdictional engagement noting GridEx

VII scheduled for November 2023



Closing takeaways
- Confirm that your organization has access to the AESCIRP and that the Cyber 

Duty Manager contact details are included in your operational response plans

- email emergency@aemo.com.au to get a copy of the AESCIRP

- CDM contactable 24/7 on 0455 725 219

- Expect validation of operational cyber contacts by AEMO in the coming months

- Consider how you will participate in cyber exercises for 2023

- We will be seeking market participant involvement in upcoming initiatives

mailto:emergency@aemo.com.au

